
A safer, greener future?
Encryption and sustainable energy

Ryan Polk
28 October 2020

Presentation title – Client name

Descon 6.0



Traditional vs Sustainable Energy

• Centralized power production à decentralized 
power production. 

• Predictable power production and
consumption à Dynamic power production 
and consumption.

• How do you manage a decentralized, dynamic 
power grid? 

• An interconnected network of a lot of sensors,
and a lot of data.
• A smart grid 
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The smart grid at a glance

• Adding intelligence to the existing infrastructure 
with interconnected sensors and devices allowing 
two-way flow of electrical power and automated 
communication.

• Some benefits:

• Issues such as intermittent supply and smaller, distributed energy 
generation can be overcome while still ensuring a steady 
electricity supply.1

• Better managing demand by understanding usage patterns. 
• Pinpointing problems for maintenance 

https://www.intel.com/content/www/us/en/energy/smart-grid.html
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Is an intelligent grid a more vulnerable grid?

Well, yes and no …

In some ways it is more resilient:

• Fewer single points of failure at production.

• Able to route around or pinpoint problems quickly 

But a connected network of sensors and devices is also more susceptible to cyber 
threats.
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"Aspects of Cyber Conflict (pt. 4)" by Linda Graf is licensed under CC BY 4.0

https://cybervisuals.org/visual/aspects-of-cyber-conflict-pt-4/
https://creativecommons.org/licenses/by/4.0/
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Cyber security and smart grid at a glance

Data

Un-secured data can 
be mined to gather 
information about 
power production or 
consumption. 

Data might be altered 
to trigger responses 
from the grid. 

Device and 
Sensor

Devices and sensors 
are distributed across 
the grid and might be
tampered with, 
accessed or broken.

Denial of 
Service Attacks

Denial of service 
attacks can overload 
sensors or systems, 

causing them to stop 
communicating with 
the wider network.

Social 
Engineering

Phishing, blackmail, 
etc. of employees or 
customers to gain 
access or attack the 
system. 
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Encryption to secure the energy grid

Securing Data

Protecting data 
integrity and 
confidentiality in 
transit. 

Securing 
Devices and 

Sensors

Protecting data at
rest and access to 
devices or sensors. 

Denial of 
Service Attacks

Protecting potential 
bots from infection or 
attack. 

Social 
Engineering

Protecting customer 
and employee data 
which could be used 
in social engineering 
– phishing, blackmail, 
etc. 

• Encryption is the process of scrambling or enciphering data so it can be read only by 
someone with the means to return it (decrypt) to its original state. It makes data 
secure.



Thank you.

internetsociety.org
@internetsociety

Quai de l’île 13
CH-1204 Geneva
Switzerland

11710 Plaza America Drive 
Suite 400
Reston, VA 20190, USA

Rambla Republica de Mexico 6125
11000 Montevideo,
Uruguay

9 Temasek Boulevard
#09-01 Suntec Tower Two
Singapore 038989

Sin El Fil, Dekwaneh Highway
Aramex Building, 2nd Floor
Beirut, Lebanon

Science Park 400
1098 XH Amsterdam
Netherlands

66 Centrepoint Drive
Nepean, Ontario, K2G 6J5
Canada

7

For more information:
Contact polk@isoc.org

https://www.internetsociety.org/issues/encryption/

https://www.internetsociety.org/encryption/internet-community-
stands-up-for-encryption/

mailto:encryption@isoc.org
https://www.internetsociety.org/issues/encryption/
https://www.internetsociety.org/encryption/internet-community-stands-up-for-encryption/

